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Steps based on indistinguishability ,
.




, , 3 . ,
1 2 . $i$
, $Pr[Si]$ $P\tau\cdot[6_{2}^{\gamma}]$ , ,
$\eta$ $Pr[Si]$ $Pr[S_{2}]$
. ( $f$ ,




, , Shoup[4], Pointcheval[6], Bellare and Rogaway[51
,
















, , Bellare and Rogaway[5]
Affeldt, Tanaka and Marti[10] .
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2.1




. , $($ ,
$)$ . , A , $Coq$
distrib $=$ list $(R*A)$ . ,
$($ A $)$ .
$(s, r)$ d $($ distrib$)$ , $s$
$d$ sumd $r$ .
, sum ,
, COq .
Fixpoint sum ( $d$ : distrib) : $R;=$
match $d$ with $(p, -)$ :: tl $=>p+$ sum tl $|$ nil $=>0$ end.
, 1 , $[$ ? $]$
.
evente , .
$d|$ , $e$ , $d\ovalbox{\tt\small REJECT}$
$e$ sum . COq ,
filter .
Fixpoint filter ( $e$ : event) ( $d$ : distrib) : distrib: $=$
match $d$ with
$|$ $(p, a)$ :: tl $=>$ (if $e$ a then ( $p$ , a) :: nil else nil) $++$ filter $e$ tl
$|$ nil $=>$ nil
end.
, $e$ sum (filter $ed$ ) . Pr e
$d$ .
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, sum, filter scaie, map,
fork ,




. map scale .
Fixpoint fork (1 : list ($R*$ (A $arrow A$))) ( $d$ : distrib) : distrib: $=$
match 1 with





, $f$ ork .
, $d$
$(p_{0}, x=0)::(p_{1}, x=1):$ :nil
. , $x$ $Po/(p_{0}+p_{1})$ $0$ ,
$p_{1}/(p_{0}+p_{1})$ 1 . , $y$
, $p$ $0$ . $x=0$ , $y$ ,
$(ppo, x=0\wedge y=0)$ $((1-p)pox=0\wedge y=1)$ . $x=1$
, ,
$(pp_{0}, x=0\wedge y=0)::((1-p)p0, x=0\wedge y=1)::(pp_{1}, x=1\wedge y=0)::((1-p)p_{1}, x=1\wedge y=1)::nil|$
, 4 . fork
.
fork (( $p$ , update $y0$ ) $;:(1-p$ , update $y1);$ :nil) $d$






















$f$ , $f$ $(5|$ $)$ ,
. .
$\bullet$ $x$ , $x$
.
$-$ Yes $arrow$ $y$ .






, dstate dstate $=$ (list (var $*$
nat) $)$ $*$ oracle $t$ , pstate distrib dstate
.
(expression) expr .
Inductive expr: Set $:=$
var-e : var $arrow$ expr $|$ int-e : nat $arrow$ expr $|$ neg-e: expr $arrow$ expr.
eval . $($ cmd $)$
.
Definition fun-id $:=$ nat.
Inductive cmd: Set $:=$
1 skip: cmd
$|$ assign: var $arrow$ expr $arrow$ cmd $(*Notation;<-\cup*)$
$|$ sample-n : var $arrow$ nat $arrow$ cmd ($*$ No tation: -$- $*$)
$|$ sample-b :var $arrow Rarrow$ cmd $*$ Nota $\rceil$ on: $<-b-$ $*)$
$|$ find-value : var $arrow$ expr $arrow$ cmd
1 insert: expr $arrow$ expr $arrow$ cmd
1 ifte : expr $arrow$ cmd $arrow$ cmd $arrow$ cmd
1 seq: cmd $arrow$ cmd $arrow$ cmd $(*Notation: ; *)$
$|$ call : $fun_{-}$ id $arrow$ cmd.
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sample $1xn$ $0$ $n-1$
$x$ , . $x<-\-n$ . sample $-b$
xp $($ $0$ 1 $)$ , $p$ $0$ $x$ ,
. $x<-p-n$ . insert kv find-value xe $F$
, $(k, v)$ , $e$
, $x$
. seq cl $c2$ cl; c2 . ifte $b$ cl $c2$
, $b$ , cl , $c2$ .
:PRF , .
Definition PRF’ bad $(A$ :nat $arrow nat)i$ ::
$x<-$ int $-e$ (A i) ;
$y<-\^{-}n$ ;
find-value $z$ (var-e y) ;
ifte (var-e z)
(bad $<-$ int-e 1) skip;
insert (var-e x) (var-e y).
, ( ) .
. $x$ . $n$
$y$ .
, .
, bad 1 . ( . )
, $x$ $y$ $(x, y)$ .
“exec” , 1) , 2) , 3)
, 4) 4 , prg $|$ l-st $–c–>$ end
. 2.1 ,
.
$|$ $exec_{-}sample_{-}b$ : $\forall$ xp st, $0<p<1arrow$
prg $||-$ st $–x<-b-p-->$
fork (($p$ , update $x1$ ) $;:(1-p$ , update $x0);$ :nil) st
3
, (Fundamental lemma), Difference lemma




.Lemma. $A,$ $B,$ $F_{1}$ , F , $Pr(A\wedge\overline{F_{1}})=Pr(B\wedge\overline{F_{2}})$




$=|Pr\cdot(A\wedge F_{1})-Pr(B\wedge F\prime z)|$
$\leq Pr(F_{1})$
$P_{7}\cdot(A\wedge\overline{F_{1}})=P_{7}\cdot(B\wedge\overline{\Gamma\forall_{2}})$ . , $Pr(A\wedge F_{1})$
$Pr(B\wedge F_{2})$ $0$ $Pr(Fi)(=Pr(F_{2}))$ .
[10] , . Coq
.
Lemma abstract$-fundamenta1_{-}1emma:\forall$ dl d2 efr, $0\leq rarrow$
sum dl $=$ sum d2 $arrow$ coeff-pos dl $arrow$ coeff-pos d2 $arrow$
Prf dl $=$ Prf d2 $=rarrow Pr(e\cap\overline{f})$ dl $=Pr$ $(e\cap\overline{f})$ d2 $arrow$
Rabs $(Pre dl -Pred2)\leq r$ .
,
.
bad . , bad
$0$ , bad 1
. , :
(bad 1 ) , .
,
1.
2. bad $0$ ( )
. ,





pprg $||--rightarrow c$ ;
ifte $b$
cl
(bad $-$ int-e 1; c2 ) $–>$
, 1 2 ,
Si’ $S_{2}$ , bad 1
15
$F_{1},$ $F_{2}$ , 1 $Pr(F_{i})=Pr(F_{2})$ ,
2 $Pr(6_{1}^{1}\wedge\overline{F_{1}})=Pr\cdot(6_{2}^{\gamma}\wedge\overline{F_{2}})$ . ,





4 PRP$/PRF$ Switching Lemma
, [10] PRP$/PRF$ Switch-




. PRP$/PRF$ , ,
.
[5]. [10] , ,
.
. , 22 PRF
. PRP .
Def inition PRP’ bad $(A$ : nat $arrow nat)i$ $:=$
$x<-$ int $-e$ (A i) ;
$y<-\-n$ ;
find..value $z$ (var-e y) ;
ifte (var-e z)
(bad $<-$ int-e 1; resample) skip;
insert (var-e x) (var-e y).
, PRF , $x$ , $y$
, .
, bad 1 , resample . ,
resample , $y$
, $y$ . ( , bad




PRP PRF , 3
. ,
. , $e\ovalbox{\tt\small REJECT}$ , PRP
$Pre$ dl PRF $Pred2$ ,
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$Pr$ (sets bad 1) dl .
.
, $Pr$ (sets bad 1) dl .
$q$ , $n$ ,





[10] . , Coq EIGamal
[9} ,
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